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Data Protection Notice
YBe,D,OM.HeHVIe 00 06pa60TKe nepcoHanbHbLIX AAaHHbIX

Processing personal data in the scope of relations with clients
OGpaboTka NnepcoHanbHbIX AaHHbIX B paMKaX OTHOLUEHUWN C KIMeHTaMu

The purpose of this Data Protection Notice is to provide data subjects with information on the terms and

conditions of the processing of their personal data as required under General Data Protection Regulations
(Regulation (EU) 2016/679

Llenbto HacToswwero YeBegomneHus o6 obpaboTke nepcoHanbHbIX AaHHbIX ABASETCS NpefocTaBneHne cyobekrtam
nepcoHarnbHbIX AaHHbIX MHGOopMaLumm 06 ycnosmsax 06paboTku Nx NepcoHanbHbIX AaHHbIX B COOTBETCTBUM ¢ OOLmMM
PernameHTOoM Mo 3awmTe nepcoHanbHbIX AaHHbIX ([octaHoBneHve (EBponenckuii cotos) 2016/679)
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1. Identity and contact details of the Controller (a person processing personal data and
determining purposes and means of such processing)

KoHTponep (nuuo, ocyuectBnsowee o6paboTky nepcoHanbHbIX AaHHbIX U onpeaensioLlee Luenu u
cnocobbl 06paboTkM NepcoHarnbHbIX AaHHbIX) U €r0 KOHTaKTHbIe AaHHbIe

OTKRITIE BROKER LTD, registered number HE 345433, regulated by the Cyprus Securities and
Exchange Commission (CySEC) and authorized for the provision of investment and ancillary services
under the license number 294/16 issued on 28/01/2016

«OTKPbITUE BEPOKEP 3n Tu Ou», pernctpaunoHHbii Homep HE 345433, perynupyetcst Kommuccren no LeHHbIM
Oymaram u 6upxxam Pecnybnuku Kunp (CySEC) 1 nmeeT npaBo okaszaHWe MHBECTULIMOHHBIX U BCMOMOraTenbHbIX
yCnyr B COOTBETCTBUM C nuLeH3nen Homep 294/16, BbigaHHon 28/01/2016

Address: Griva Digeni, Kaningos&Anastasi Sioukri, 1 PAMELVA COURT, 3rd floor, office 304, 3105,
Limassol, Cyprus.

Appec: Oduc Ne 304, 3-i1 atax «MamenBa KopT», Ha nepeceveHnmn ynuu Mpyea QureHn, KaHuHroc n AHactacu
LWykpwn, 3105, JInumaccon, Kunp.

Phone/TenedoH: +357 25023870

Free call from Russia/becnnaTHbi TenedoH n3 Poccuun: 8 800 5003870
FAX/®AKC: +357 25023871

E-mail/Agpec anektpoHHon noyThl: infocyprus@otkritie-broker.com

2. Personal data to be processed
MNepcoHanbHble AaHHbIE, noanexaume obpaboTke

In the scope of relations with clients the Controller processes personal data of the following natural
persons (data subjects, hereinafter also referred as the Subject — in singular, the Subjects — in plural):
B pamkax oTHoweHui ¢ knneHTamu KoHTponep obpabaTbiBaeT nepcoHarnbHble AaHHblE CNeayoLwmx unanyeckmx

nmy (cybbekToB NepcoHarnbHbIX AaHHbIX, Aanee no TekcTy — CyobekT B eAuHCTBEHHOM uYncne, CybbekTbl BO
MHOXECTBEHHOM 4ucne):

— clients and potential clients,
D,eVICTBy}OLLI,MX M nNoTeHumanbHbIX KITMEHTOB,

— clients’ representatives,
I'Ipe/:lCTaBI/ITeJ'IeVI KIMNEeHTOB,

— directors, beneficial owners and controlling personsl of clients which are legal persons,

AVPEKTOPOB, GeHedULMapHbIX BNaAenbLEB U KOHTPONMMPYIOLMX ML KMMEHTOB, SIBASIOLLMXCS
HOPUANYECKUMI NULLAMU,

— donors (where the source of assets placed with the Controller is a gift received from the
relevant donor).

[loHopoB (ecnu akTuBbl, pasMelleHHble Y KoHTponepa, Gbinv nonyyeHbl B paMkax JapeHus oT
COOTBETCTBYIOLLENO JOHOPA).

This personal data include all personal data received by the Controller from the Subject, third persons or
publicly accessible sources or available with the Controller on the properly legal basis including but not
limited to the data specified in the questionnaires and other fill-in forms, data on property, property rights
and liabilities, data of contracts (including names, numbers and conclusion dates), data on the accounts
opened with the Controller or third parties, data on transactions and other operations performed by the
Subject or on behalf or for the benefit of the Subject as well as the specified (updated, amended) data
received by the Controller subsequently.

YKasaHHble nepcoHarnbHble AaHHble BKOYaloT B cebs BCe nepcoHanbHble AaHHble, nonyyeHHble KoHTponepom ot
CybbekTa, TpeTbux nuuy nnu nyernmMyHo 4OCTYMNHbIX MCTOYHUKOB, UK Haxoaswuecsa y KoHTponepa Ha 3aKOHHbIX

1 Information on controlling persons is processed only for the purposes of Foreign Account Tax Compliance Act (FATCA) and
Common Reporting Standard (CRS). The term “controlling person” is specified in the relevant Act and Standard.

1 O6paboTka nHdopMaLMN O KOHTPONMPYIOLLMX NULAxX ocyLlecTBnseTcs Tonbko B Lensax 3akoHa CLUA «O HanoroobnoxeHun MHOCTPaHHbIX CHETOBY
(FATCA) n EguHoro ctaHaapTta no o6meHy Hanorosoi uHdopmaumen (CRS).
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OCHOBaHMAX, B TOM 4Yucne, Ho, He orpaHn4YnBasChb, cBeaeHnsA, yka3aHHble B aHKeTax U UHbIX 3amnoJIHAEeMbIX d)opmax,
cBefeHust oo nvyuiecTtee, UMyLECTBEHHbIX NpaBax n ob6sa3aTenbCcTBax, AaHHbIEe [orosopos (BKJ'IPOLiaﬂ nx
HanMeHoBaHuaA, HoMmepa 1 gatbl 3aKJ'I}O‘-IeHI/IF|), OaHHble 00 OTKPbITbIX Y KOHTpOJ‘Iepa/TpeTbMX g cHeTax, AaHHble O
caenkax U NHblX onepaunax, cCoBepLUeHHbIX Cy6beKTOM nnn oT UMEeHN U B MHTepecax Cy6beKTa, a TakKkxke
YTOYHEHHbIE (06HOBHeHHbIe, VI3MeHeHHbIe) AaHHble, nofty4yaemMble KOHTpOJ'IepOM BnocneacTtsun.

3. Purposes of and legal basis for personal data processing
Llenu n npaBoBble OCHOBaHUA 00PabOTKU NepCcoHasNbHbIX AAaHHbIX

Purposes of personal data processing: 1) the conclusion/performance of a contract where the Subject
is party; 2) compliance with a legal obligation to which the Controller is subject under Union law or
Member State law; 3) the legitimate interests pursued by the Controller or by a third party (including but
not limited to compliance with foreign regulatory requirements, conclusion/performance of contracts,
marketing (including direct marketing) of financial products and services and products and services
associated with them (trading platforms, market data services, etc.), security, the establishment, exercise
or defense of legal claims).

Llenun o6paboTku nepcoHanbHbIX AaHHbIX: 1) 3aKnNoYeHNe/MCnonHeHe KOHTpakTa, CTOPOHOM KOTOPOro siIBNSETCs
CybbexT; 2) cobniogeHve TpeboBaHWI, yCTaHOBIEHHbIX HOPMaTUBHBIMU NpaBoBbIMU akTamu EBponerickoro Coto3a
N CTpaHbI-4neHa EBpOI‘IeVICKOFO Cowaa; 3) 3aKOHHbIE NHTEpPECHI KOHTponepa nUnn TpeTbero nuua (B TOM 4ucne, HO
He OorpaHn4ymBascChb, COGJ‘I}O/J,eHMe MHOCTPaHHbIX PErynAaTopHbIX Tpe6OBaHVIl7I, 3aKnYeHne/ncnonHeHne AoroBopos,
npoaBmXxeHmne (BKJ‘IIOLIaﬂ npoasm>xeHne nytem yCtaHOBJ1EHUA NPAMbIX KOHTPAKTOB C NOTeHUManbHbIM I'IOTpe6VITeJ'IeM)
CbI/IHaHCOBbIX NPOAYKTOB U yCnyr, a TakkKe CBA3aHHbIX C HUMU NMPOAYKTOB U yCnyr (nporpaMMHoe obecneyeHune anda
TOProBmnu, yCrnyru no NnpegocTaBneHno pbiIHOYHOW MHAopMaLmmn 1 T.4.), obecnevyeHne 6e30nacHOCTM, NOArOTOBKA,
npeabsBneHve 1 3awmTa NnpaBoBbiX TpeboBaHWi).

The Controller is entitled to process personal data for the purposes other then specified herein with prior
notification of the Subject.

KoHTponep Bnpase O6pa6aTbIBaTb nepcoHarnbHble AaHHble AN Lenen, OTANYHBLIX OT TeX, KOTOpbIE YKa3aHbl B
HacTosLeM YBeaOMEHUM, C NpeaBapUTENbHbIM yBegoMIieHnem Cy6'beKTa.

Legal basis for the processing: 1) processing is necessary for the performance of a contract to which
the data subject is party or in order to take steps at the request of the data subject prior to entering into a
contract; 2) processing is necessary for compliance with a legal obligation to which the controller is
subject under Union law or Member State law; 3) processing is necessary for the purposes of the
legitimate interests pursued by the controller or by a third party; 4) the data subject has given consent to
the processing of his or her personal data for one or more specific purposes.

MpaBoBble OCHOBaHUA 06pPabOTKM NepcoHanbHbIX AaHHbIX: 1) 06paboTka Heobxoanma Anga UCMOSTHEHWS
KOHTpakKTa, CTOpOHOl7I KOTOPOro ABndeTcda Cy6'beKT nepcoHarnbHbIX AaHHbIX, WX ONA OCyLleCTBleHnaA }J,eI7ICTBI/II7I no
3anpocy cybbekTa NepcoHarnbHbIX AaHHbIX A0 3aKMYeHNs1 KOHTPaKTa; 2) obpaboTka Heobxoanma anga cobnogeHus
KOHTpOIepom TpeﬁOBaHVIVI, YCTaHOBJIE€HHbIX HOPMATUBHbLIMN NPAaBOBbIMU aKTaMun EBpOI‘IelﬁCKOFO Coto3a unm CTpaHbI-
uneHa EBponelickoro Coto3a; 3) o6paboTka Heobxoauma Ans cobnogeHns 3aKOHHbIX MHTEPECOB KOHTpoepa Wnm
TpeTbero nuua; 4) Cy6'beKT nepcoHarnbHbIX AAaHHbLIX Oan cornacue Ha o6pa60TKy CBOUX NepcCoHarnbHbIX AAaHHbLIX ONA
OJHOWU NN HECKOJTbKMX onpeaerieHHbIX Luenen.

The purposes of and legal basis for the processing of personal data are detailed in the Annex 1
hereto.

Llenu u ropnanyeckme ocHoBaHUA 06paGOTKM NepCcoHanbHbIX AaHHbIX NOAPOOGHO U3noxeHbl B MpunoxeHuun
1 K HacTosILeMy YBeJOMIEHUIO.

Please pay attention to the following rights you are entitled where your personal data is
processed for the purpose and on legal basis of the legitimate interests pursued by the controller
or by a third party:

06pau.|aeM BHMMaHMWe Ha cnegywouwue npaBa, KOTOPbIMU Bbl o6napaeTe B cny4ae, ecnu 06p360TKa Balux

nepCcoHalNlbHbIX AaHHbIX OCYyLleCTBNAETCA B UensdaX U Ha NpaBOBbIX OCHOBAHUAX 3aKOHHbIX UHTEepeCOoB
KOHTpoOnepa unu Tpetbero nuua:

Right to receive additional information: To rely on legitimate interests as a lawful basis for processing
the Controller must carry a balancing test to ensure that these legitimate interest are not are overridden
by the interests or fundamental rights and freedoms of the data subject which require protection of
personal data. Information from the balancing test can be provided by the Controller on your request.
MpaBo nony4yaTb AONONIHUTENbLHYI MHOPMaLMIO: AN BO3MOXHOCTU CChINaTbCs HA 3aKOHHbIE MHTEPECH B

KauyecTBe 3aKOHHOrO OCHOBaHWs 06paboTkM NepcoHanbHbIX AaHHbIX KOHTponep AomKeH NpoBoaAnTb
KOPPEKTMPYIOLLYHO MPOBEPKY, YTOObI 3aKOHHbIE UHTEPECHI HE UMEeNU NPerMyLLECTBA Nepea MHTepecaMu Unm
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hyHOamMeHTanbHbIMU NpaBaMu U cBoboaamu cybbekTa nepcoHarnbHbIX AaHHbIX, KOTOPblEe TPEOYHOT 3aluThI
nepcoHarnbHbIX AaHHbIX. [JaHHble KOPPEKTUPYIOLLLEN NPOBEPKY MOTYT NpefocTaBnsaTecs KoHTponepom no 3anpocy.

Right to object: Where the data processing is based on the legitimate interests pursued by the Controller
or by a third party the Subject is entitled to object to such processing.
MpaBo Ha Bo3paxeHue: B cnyyae ecnun ocHOBaHMAMU 06paboTKM NepCOoHarbHbIX AaHHbIX ABMASIOTCA 3aKOHHbIE

nHTepecbl KoHTponepa unu Tpetbern cTopoHbl, CybbekT uMmeeT npaBo BO3pa3nTb NPOTUB NPOBEAEHUS TaKon
0bpaboTku.

Especially note that you entitled to object against processing for the purpose of direct marketing and in
case of such objection the Controller shall terminate processing for such purpose unconditionally.
O6paliaem ocoboe BHMMaHME, YTO Bbl MMEETE MPaBO BO3pa3nTb NPOTUB NpoBeaAeHMs 06paboTKM NnepcoHarnbHbIX

[AaHHbIX B LENSIX NPOABWKEHWS MYTEM YCTAHOBINEHUS NMPSIMbIX KOHTPAKTOB C NOTeHUManbHbIM noTpebutenem. B
cny4vae Takoro Bo3paxeHus KoHTponep gormkeH 6e30roBopoyHo npekpaTuTtb 06paboTKy AaHHbIX AN Takux Lenen.

For more information about right to object refer to the Section “Right to object (Art. 21 GDPR).

[na nonyyeHus nogpobHoM MHbopMaL KM o NpaBe Ha Bo3paxeHne obpaTutechb k Pasgeny «[paBo Ha Bo3paxeHne»
(cT. 21 GDPR).

4.Processing operations and means
Onepauum 1 cnocobbl, NOCPeacTBOM KOTOPbIX OCyLlecTBNsAeTCS 06paboTka NnepcoHarnbHbIX AaHHbIX:

Collection, recording, organization, structuring, storage, adaptation or alteration, retrieval, consultation,
use, disclosure by transmission, dissemination or otherwise making available, alignment or combination,
restriction, erasure, destruction or any other operations consisted with the purposes and principles of data
processing.

C60p, 3anncb, cMcTtemMaTm3auund, CTpyktypmposaHue, XxpaHeHune, agantauma nunn uasmeHeHune, nssnedeHune,
KOHCynbTauud, NCnonb3oBaHMe, packpbiTe nytemMm nepegadun, pacnpoCTtpaHeHna nnu gpyrmm CI'IOCOﬁOM,
obecneumBaroLUm JOCTYN K MHOPpMaUun, 00 beaNHEHNE U COBMELLIEHNE, OrPaHNYeHe, CTUPaHUE, YHUUTOXEHNE U
Apyrue onepauum, COBMECTUMbIE C LensaMn 1 NpuHUMnamm o6paboTkun nepcoHanbHbIX AaHHbIX.

Personal data may be processed by automated means or not by automated means.

06pa60TKa nepcoHanbHbIX JaHHbIX MOXET OCYLLEeCTBATbCA C NOMOLLbKO CpeaCcTB aBTOMaTU3aLnn U be3
MCNOoNib30BaHNA TakKuxX cpeacTs.

5. Personal data recipients (names and categories)
Mony4yaTtenu nepcoHanbHbIX AaHHbIX (HAUMEHOBAaHUA N KaTeropuu):

Names: Otkritie Broker Joint Stock Company, registered number (OGRN) 1027739704772, located at: 2
Letnikovskaya street, building 4, Moscow, 115114, Russian Federation; Public Joint-Stock Company
«Bank Otkritie Financial Corporation», registered number (OGRN) 1027739019208, located at: 2
Letnikovskaya street, building 4, Moscow, 115114, Russian Federation.

HaumeHoBaHus: AkunoHepHoe o6uecTBo « OTKpbITME Bpokep», pernctpaumoHHbii Homep (OFPH) 1027739704772,
nmeroLLiee MecToHaxoxaeHue no agpecy: 115114, Poccuiickan ®egepaums, r. Mocksa, yn. JleTHuKoBckas, 4. 2, cTp.
4; My6nun4yHoe akumoHepHoe o6LiecTBo baHk «®uHaHcoBas Kopnopaumsa OTKpbITUE», PETMCTPALMOHHBIN HOMEP
(OI'PH) 1027739019208, nmetowee mecTto HaxoxaeHus no agpecy: 115114, Poccunckas ®egepaums, r. Mocksa, yn.
JleTHukoBckas, a. 2, cTp. 4.

Categories of recipients: third persons involved in the client’s servicing such as brokers, custodians,
depositaries, banks, trading venues including third country trading venues, software, market data and
communication services providers, EU and third counties competent authorities, any person authorized to
audit or conduct a similar control of the Company or third persons involved in the client’s servicing.
Location of such recipients: the Russian Federation, the United States of America, the United Kingdom,
EU countries.

KaTeropvwl nonyaneneﬁ: TPEeTbU Nuua, y4acTteyruine B npouecce OﬁCJ‘Iy)KI/IBaHVIﬂ KINMneHTa Takmne Kak 6p0|<epb|,
KacTtoauaHbl, oeno3nutapuu, 6aHKVI, TOproeble niowangku, BKI4Yaa Toproebie nnowankm TpeTbux CTpaH, nuua,
npegocTaBngaLmne nporpaMmHoe obecneyeHre, pbIHOYHY MHOPMaLMIO, YCIyrn CBA3M, KOMMETEHTHbIE OpraHbl
EBponevickoro Coto3a 1 TpeTbUX CTpaH, Nntobble nuua, ynorHOMOYEHHbIE NPOBOAUTE ayauT UMM aHanornyHyo
KOHTPONMNPYHOLLYIO OeATENNbHOCTb B OTHOLLEHUN KomnaHum nnm TpeTbuX Nnny, y4acTByroLLKX B npoLecce
obcnyxuanus knueHTa. MecTto HaxoxaeHve nonydaTtenen: Poccuiickas ®enepauns, CoegmHeHHble LLTaThl
Awmepukn, CoeamHeHHoe KoponeBcTBo, cTpaHbl EBponerickoro Cotosa.
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6. Third countries where the Subject’s data intended to be transferred
TpeTbu cTpaHbl, B KOTOpPble NpegnonaraeTca nepepgada nepcoHanbHbIX AaHHbIX

The United States of America, the Russian Federation and other counties as may be specified in Data
Protection Notice by its amending. The United States of America and the Russian Federation are not
recognized by European Commission as countries ensuring an adequate level of personal data protection
by adoption the relevant decision (hereinafter referred as an adequacy decision).

CoeavnHenHble WTaTel AMepukun, Poccuiickas Pegepaumst n gpyrme ctpaHbl, KOTOpble MOryT ObiTb YKa3aHbl B
YBe,EI,OMJ'IeHVIM 06pa60T|<e nepcoHaribHbIX AaHHbIX NOCPenCTBOM BHECEHUA B HETO N3MEHEHNNA. Coe,EI,VIHeHHbIe LTaThI
Amepukn n Poccuiickas Pegepaums He npusHaHbl EBponerickonn Komuccuen B kadecTBe CTpaH, o6ecneymBaoLLmnx
a,CI,eKBaTHbIVI YpOB€eHb 3allnThbl NepcoHarnbHbIX AAaHHbIX NYTEM NPUHATUA COOTBETCTBYHOLLEro pelleHns (,qanee
MMeHyemMoe Kak pelleHune 006 NPU3HaHNN YPOBHA 3aLlLUTbl NepCoHarnbHbIX AaHHbIX aﬂeKBaTHbIM).

Under General Data Protection Regulations (Regulation (EU) 2016/679), hereinafter referred as GDPR,
personal data to such countries may be transferred under condition that appropriate safeguards are
provided or in the absence of such safeguards under conditions specified in Art. 49 of GDPR.

B cooTtBeTcTBMM ¢ OOWMM PernameHTOM Mo 3alumTe nepcoHarnbHblX AaHHbIX (MoctaHoBneHne (EC) 2016/679),
nanee nMmeHyemoe Kak GDPR, nepcoHalrbHble AaHHble MOTyT ObITb nepenaHbl B Takne CTpaHbl Npu ycrnosunmn

NPUHATUSE Mep Mo 06ecneYeHmo NX 3alwuTbl UK B OTCYTCTBME TaKUX MeP Npu COBMNOAEHNM YCINOBUI, YKa3aHHbIX B
cT. 49 GDPR.

Personal data may be transferred by Controller to the third countries with or without appropriate
safeguards.

MepcoHasbHble AaHHble MOryT ObiTb NepedaHbl KOHTPOIepoM B TpeTbM CTpaHbl C MPUHATUEM UK Be3 NPUHATUS Mep
Mno 3aLiuTe NepcoHasbHbIX AaHHbIX.

Appropriate safeguards:
Hapnexauwme Mmepbl 3aWwmThbl:

Transfer of personal data to Otkritie Broker Joint Stock Company and Public Joint-Stock Company «Bank
Otkritie Financial Corporation» is conducted under the Standard Contractual Clauses adopted by the
Commission Decision C(2010)593.

Mepenadva nepcoHanbHbIX AaHHbIX B AKLMOHepHoe obwecTtBo «OTkpbiTHe Bpokep» un MNybnnyHoe akumoHepHoe

obwectBo baHk «®rHaHcoBas Kopnopauust OTKpbITUE» OCyLLEeCTBNSieTCA Ha ocHoBaHUM CTaHaapTHbIX JOroBopHbIX
Ycnosun, yteepxaeHbix Pewennem Komuccnmn C(2010)593.

Transfer of personal data to contractors (incorporated in the Russian Federation) under the service
contracts on SMS-message transmission for the purpose QUIK Two-factor authentication is conducted in
accordance with Standard contractual clauses for the transfer of personal data from the Community to
third countries (controller to controller transfers) adopted by the Commission Decision 2004/915/EC.
Mepenava nepcoHanbHbIX AaHHbLIX UCNONHUTENAM (yupexaeHbl B Poccuiickon ®egepauun) no 4oroBopamM okasaHus
ycnyr Ha nepegavy cMmc-coobLueHni B Lensx [ByxdakrtopHon ayteHTudukaumm QUIK ocyliectBnseTcs Ha
OCHOBaHUN CTaH/J,apTHbIX OOroBOPHbIX yCJ'IOBl/II7I nepenavun nepcoHanbHbIX aHHbIX U3 C006LueCTBa B TpeTbU CTpaHbI
(nepenava oT KOHTpoONIepa KOHTpoOepy), yTeepxaeHHbIX Pewwennem Komnceun 2004/915/EC.

To obtain a copy of the aforementioned Clauses you may refer to the Controller.
,D,J'Iﬂ nony4yeHna Konum BbllleyKa3aHHbIX YcnoBuin Bbl MoxeTe 06paTVITbC$I K KOHTponepy.

Please pay attention to the risks associated with the transfer of personal data to third countries in
the absence of adequacy decision and appropriate safeguards:
MoxanyncTa, o6paTuTe BHUMaHME Ha PUCKU, CBA3aHHbIE C Nepeaayen NepcoHanbHbIX AaHHbIX B TPETbU

CTpaHbl, B OTCYTCTBME peLueHuns 06 NPU3HaHUN YPOBHA 3alUTbl NepCoOHaNbHbIX AaHHbIX aAeKBaTHbIM U
NMPUHATUA Mep No obGecnevyeHnro UX 3almUThbI:

In case of such transfer personal data shall not be subject to proper protection and as a result such
transfer involves different risks including but not limited to risks of unavailability or limited availability of
control for use of personal data, unauthorized access to the personal data, its unauthorized or
inappropriate use including fraud, unavailability or limited availability for the protection in case of personal
data breach.

B cny4yae Takom nepenayn B OTHOWEHUN NepCcoHalribHbIX AaHHbIX HE 6y/:l,eT obecneynBaTbCs Haanexawumm YPOBEHb
3allnTbIl U, KaK crneacrteue, Takad nepegada BrieyeT 3a cobon pasfinyHble PUCKK, B TOM HKUCIre, HO He orpaHn4nBasCb,
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PUCKMN HEBO3MOXHOCTUN U OrpaHN4YeHnA BO3IMOXHOCTU OCYLL,eCTBIEHNA KOHTPOSIA 3a UCNOJIb30OBaHNEM
nepcoHaribHbIX AaHHbIX, HECaHKUMOHNPOBAHHOIO A0CTYyNa K nepcoHallbHbIM AaHHbIM, X HECaHKUMOHNPOBAHHOIO
nnn HeHagneauwlero ncnosib3oBaHnA BKIo4Yasda MOLWEeHHNYeCTBO, HEBO3MOXHOCTU UM OrpaHny4eHnAa BO3MOXKXHOCTU
ana 3awunTtbl B Clnyydae Hapyu.leHvuh B obnactu nepcoHaribHbIX OAaHHbIX.

7. Data subject rights
MpaBa cy6bekTa nepcoHanbHbIX AaHHbIX

Please note that the Subject is entitled to the rights specified herein only in the scope of GDPR. Rules
applicable to personal data processing in third countries may significantly differ and the person may not
be entitled to rights equivalent to those established by GDPR or such rights may be limited.

|_|O)KaJ'Iyl7ICTa, 06paTVITe BHMUMaHWMe, 41O Cy6'beKT MMeeET NnpaeBa, yKa3aHHble B HaCcToAlWeM JOKYMEHTE, TOJTbKO B
pamkax npumeHeHns GDPR. NpaBuna, npuMeHuMble kK 06paboTke NepcoHanbHbIX aHHbIX B TPETbUX CTPaHax, MoryT
CyLleCTBEHHbIM 06pa30M oTnn4yaTbCA U NNLUO MOXET HEe MMETb NpaB, 3KBUBAJIEHTHbLIX NpaBaM, YyCTaHOBJ1IEHHbIM
GDPR, unu Takne npaea MoryT ObITb CyLLECTBEHHLIM 00Pa30M OrpaHNYeHbI.

Right to withdraw a consent for the data processing (Art. 7 of GDPR)
MpaBo Ha OT3bIB cornacusa Ha o6paboTKy NepcoHanbHbIX faHHbIX (cT. 7 GDPR)

Where the personal data processing is based on data subject consent the Subject shall have the right to
withdraw his or her consent at any time.

B cnyyae ecnu ocHoBaHnem o6paboTky NnepcoHarnbHbIX AaHHbLIX ABASETCS cornacue Ha 06paboTky nepcoHarnbHbIX
AaHHblX, CyObekT umeeT npaso B Nnioboe Bpems 0To3BaTb Takoe CBOE cornacue.

The withdrawal of consent shall not affect the lawfulness of processing based on consent before its
withdrawal.

OT3bIB cornacus Ha 06paboTKy NepcoHarnbHbIX AaHHbLIX HE BIMAET Ha NPaBOMEPHOCTbL 06paboTkn Ha OCHOBaHWU
cornacusi o ero oT3biBa.

Regarding relations between the Controller and the Subject such right may be executed by sending a
duly singed notice in writing to the Controller by fax, post or by delivery such notice in person. A natural
person whose e-mail address was provided to the Controller via filing the relevant Questionnaire form
(Schedule 01 to the Term of Business published on the website of the Controller https://www.open-
broker.com) in may also execute the aforementioned right by sending a duly signed soft copy of the
relevant notice by e-mail from e-mail specified in the last Questionnaire provided to the Controller. Such
right may be executed within 5 years from the end of the Controller’s relationship with the relevant natural
person.

B pamkax oTHoweHunsa mexay KoHtponepom n Cy6bekToM Takoe npaBo MOXET ObiTb OCYLLECTBNEHO MyTEM
CBOEBpEMEHHOro HanpasneHna KOHTpOJ‘Iepy nognncaHHoOro ysegomMreHunsa B MUCbMEHHOMN q:)OpMe no ¢)a|<cy, no4rte
U BPYYEHNS €ro NIMYHO B pykn. Pusmyeckoe nuuo, Yen agpec 3NeKTPOHHOW NoYThbl yKa3aH 1 npefocTaBneH
KoHTponepy B cootBeTcTBYtoLEen popme AHkeTbl (MpunoxerHue 01 kK YCnoBusm ocyLLeCTBREHUS AeATeNbHOCTH,
onybnukoBaHHoe Ha cante KoHTponepa https://www.open-broker.com), Takke nMeeT NpaBo OCYyLLECTBUTb
BbllLleyKa3aHHOEe npaBO NyTemM HanpaBneHunaA I'IO/J,I'IMCEIHHOVI CKaH-Konun cooTBeTCTBYIOLWEro yseaoMneHunsa no
SJ'IeKTpOHHOVI no4yTe Cc agpeca SJ'IeKTpOHHOVI NOYThbl, YKa3aHHOIO B I'lOCJ'Ie/:lHeVI I'Ipe/J,OCTaBJ'IeHHOVI KOHTpOJ‘Iepy
AHkeTe. Takoe npaBo MOXET ObITb OCYLLECTBIIEHO B TEYEHME 5 NeT C MOMEHTa 3aBepLUEHMST OTHOLLEHWUIA Mexay
KoHTpornepom u cooTBETCTBYOLWNM (DUINYECKAM JTULIOM.

Right of access (Art. 15 of GDPR)
MpaBo pocTtyna (cT. 15 GDPR)

The data subject shall have the right to obtain from the controller confirmation as to whether or not
personal data concerning him or her are being processed, and, where that is the case, access to the
personal data, a copy of the personal data undergoing processing and the information concerning
processing of his/her personal data as specified in Art. 15 of GDPR. Where the data subject makes the
request by electronic means, and unless otherwise requested by the data subject, the information shall be
provided in a commonly used electronic form.

Cy6'beKT MMeeT NnpaBo NnoJly4aTtb OT KOHTpOJiepa noaTBepXxaeHune fo]¢} 06p860TKe €ro nepcoHalrbHbIX AaHHbIX U, B
cny4dyae ecnum O6p360TKa ocyulecTBndaeTcd, UMeTb 40CTYyN K nepCoHaribHbIM AaHHbIM, KOMUKO 06pa6aTbIBaeMbIX
nepcoHarbHbIX AAaHHbIX U I/IHqDOpMaU,I/HO [o]¢} o6pa60TKe CBOUMX NepcoHaribHbIX OAaHHbIX, YKa3aHHY0 B CT. 15 GDPR. B
cny4yae ecnu Cy6'beKT HanpaBndeT 3anpoc Yepesd 3N1eKTPOHHbIe CpeaCTBa CBA3U U €CIn Cy6'beKT He yKa3blBaeT B
3anpoce MHoe, MHopMaL s NpeaocTaBnsieTcs B 0OLLENPUHATOM aNEKTPOHHON dhopme.
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Right to rectification (Art. 16 of GDPR)
MNpaBo Ha yTouyHeHue (cT. 16 GDPR)

The data subject shall have the right to obtain from the controller without undue delay the rectification of
inaccurate personal data concerning him or her. Taking into account the purposes of the processing, the
data subject shall have the right to have incomplete personal data completed, including by means of
providing a supplementary statement.

Cy6bekT MeeT NpaBo CBOEBPEMEHHO Nony4vaTtb OT KOHTPOriepa YTOUYHEHWsI N0 HEKOPPEKTHbIM NepCoHarnbHbIM
OaHHbIM. |_|pVIHVIMaF| BO BHUMaHWMe uenun 06pa6OTKVI OaHHbIX, Cy6beKT nMeeT npaBo AOMOJIHATbL CBOU HENOJIHbIe
nepcoHarnbHble AaHHbIE, B TOM Y/CIEe nyTeM npeaoctaBneHna OONONMHUTENbHbIX yTBep)K,L'J,EHVIﬂ.

Right to erasure (‘right to be forgotten’) (Art. 17 of GDPR)
MNpaBo Ha ynaneHue («npaBo Ha 3abBeHue») (cT. 17 GDPR)

The data subject shall have the right to obtain from the controller the erasure of personal data concerning
him or her without undue delay and the controller shall have the obligation to erase personal data without
undue delay under conditions as specified in Art. 17 of GDPR. Please note that this right shall not be
effective to the extent that processing is necessary for the purposes stipulated in Art. 17 of GDPR in
particular, for compliance with a legal obligation which requires processing by Union or Member State law
to which the controller is subject.

Cy6'beKT MMeeT NpaBo CBOEBPEMEHHO nony4vaTb OT KOHTponepa yaaneHna cBonx nepcoHaribHbIX AaHHbIX, a
KOHTporne 0653yeTcs CBOEBPEMEHHO YAanATb NepcoHanbHble aHHbIe Ha YCINOBUSAX, ykadaHHbIX cT. 17 GDPR.
Ob6pallaem BHUMaHUE, YTO AaHHOE NpaBo He AeNCTBYET Mpu ycnosum, 4To obpaboTka Heobxoauma B Lensx,
npenycMoTpeHHbIX ¢T. 17 GDPR B 4acTHOCTU, B LIENsSX COOMOAEHUS KOHTporepom TpeboBaHWIi, YCTaHOBIEHHbIX
HOpMaTMBHbLIMW NpaBoBbIMKU akTamu EBponerickoro Cotosa nnu ctpaHbli-vnieHa Esponevickoro Cotosa.

Right to restriction of processing (Art. 18 of GDPR)
MNpaBo Ha orpaHMyYeHue 06paboTkn NepcoHanbHbIX AaHHbIX (cT. 18 GDPR)

The data subject shall have the right to obtain from the controller restriction of processing where one of
the grounds specified by the Art. 18 of GDPR applies in particular the following grounds:

CybbekT nmeeT nNpaBo noryyaTb OT KOHTporiepa orpaHudeHne obpaboTkv NepcoHarnbHbIX AaHHbIX, B Clyvae ecrnu
NPUMEHSIETCS OHO U3 OCHOBaHWI, yka3aHHbIX B CT. 18 GDPR, a uMeHHO crnefyoLme OCHOBaHUSA:

(@ the accuracy of the personal data is contested by the data subject, for a period enabling the
controller to verify the accuracy of the personal data;

TOYHOCTb NepcCoHallbHbIX AAaHHbIX NOCTaBl1eHa No4 COMHEeHune Cy6'beKTOM, B Te4yeHune nepumoga BpeMEHMN,
NO3BOJIAKOLLEIO KOHTPONEPY NPOBEPUTL TOYHOCTb NEePCOHarbHbIX AAHHbIX;

(b) the processing is unlawful and the data subject opposes the erasure of the personal data and
requests the restriction of their use instead;

06pa60TKa He3aKOHHa, 1 Cy6'beKT BO3paXKaeT NpoTMB yaaneHna nepCoHallbHbIX JaHHbIX 1 BMECTO 3TOro npocuUT
OrpaHn4nTb X NCNoJib30BaHUE;

(©) the controller no longer needs the personal data for the purposes of the processing, but they are
required by the data subject for the establishment, exercise or defence of legal claims.

KOHTporep 6ornee He HyxaaeTcs B NepCoHanbHbIX AaHHbIX B Lensix 06paboTku, HO OHU HEOBXOAUMBI CyEbEKTY Ans
NOAroTOBKU, NPEAbABINEHNS U 3aLLMTbI NPaBOBbIX TPe6OBaHWIA.

Where processing has been restricted under Art. 18 of GDPR, such personal data shall, with the
exception of storage, only be processed with the data subject's consent or for the establishment, exercise
or defence of legal claims or for the protection of the rights of another natural or legal person or for
reasons of important public interest of the Union or of a Member State.

B cnyyae ecnu o6paboTka orpaHudeHa B cooTBeTCcTBUM co CT. 18 GDPR, 3a ucknoveHnem criydaeB XxpaHeHus,
nepcoHaribHble JaHHblEe noanexart o6pa60TKe TOJNbKO C cornacusa Cy6'beKTa Unn B Llenax noaroToBKU,

npeabsiBNEeHUs U 3aLuThl NPaBoOBbIX TPEGOBAHWUIA, 3aLLUTbI NPaB MHOMO U3NYECKOro NMBO PUANYECKOTO NKLA U
Mo NpuvYMHaM cunbHoro nyénuyHoro nHTepeca Esponeiickoro Coto3a nnu ctpaHbl-uneHa Esponeiickoro Cotosa.
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Right to data portability (Art. 20 of GDPR)
MpaBo nepeHocumocTh AaHHbIx (cT. 20 GDPR)

The data subject shall have the right to receive the personal data concerning him or her, which he or she
has provided to a controller, in a structured, commonly used and machine-readable format and have the
right to transmit those data to another controller without hindrance from the controller to which the
personal data have been provided, where:

Cy6bekT MmeeT nNpaBo nosiyyatb CBOM NepCcoHarbHble AaHHbIE, KOTOPbIE OH NPe4OCTaBM KOHTPONepy, B

CTPYKTYPUPOBaAHHOM, OBLLENPUHATOM M MaLLMHOYUTaeMOM dhopmaTe 1 nepedaBath Takue AaHHbIe ApyroMmy
KOHTponepy 6e3 NpenaTcTBUiN CO CTOPOHbI KOHTPOIIepa, KOTOPOMY OHU GbINv NPeAoCTaBeHbI, B CIlyYae ecriu:

€) the processing is based on consent pursuant to point (a) of Article 6(1) of GDPR or on a contract
pursuant to point (b) of Article 6(1) of GDPR; and

ocHoBaHMeM 06paboTKM AaHHbIX ABMASIETCA cornacue cornacHo n. (a) ct. 6(1) GDPR, unu koHTpakT cornacHo n. (b)
cT. 6(1) GDPR, a Takxe

(b) the processing is carried out by automated means.
o6paboTka oCyLLeCTBNAETCS aBTOMATUYECKN.

Right to object (Art. 21 of GDPR)
lMpaBo Ha Bo3paxeHue (cT. 21 GDPR)

The data subject shall have the right to object, on grounds relating to his or her particular situation, at any
time to processing of personal data concerning him or her which is based on point (f) of Article 6(1) of
GDPR (Legitimate interests pursued by the Controller or by a third party) the controller shall no longer
process the personal data unless the controller demonstrates compelling legitimate grounds for the
processing which override the interests, rights and freedoms of the data subject or for the establishment,
exercise or defence of legal claims.

Cy6bekT nMeeT NpaBo Ha OCHOBAHUSIX MPUMEHUTENBHO K KOHKPETHOW cuTyaumu B noboe Bpemsi BO3pasuTb NpoTus
06paboTku CBOMX NEPCOHanbHbIX AaHHbIX Ha ocHoBaHuu . (f) cT. 6(1) GDPR (3akoHHble nHTepeckl KoHTponepa unm
TPEeTbEN CTOPOHbI), U KOHTPONep 06a3yeTcs NpekpaTUTb 06paboTKy NepcoHanbHbIX AaHHbIX 4O HACTYNNEeHNUs s
HEero Ha TO 3aKOHHbIX OCHOBaHUM OGpaGOTKVI OaHHbIX, KOTOPblEe UMEIOT NPpenMyLeCTBEHHYH FOPUONYECKYHO CUIy Ha
MHTEepecaMu, npasamu n CBOﬁO/:l,aMVI Cy6'beKTa nnn B Uenax nogrotoBku, npeabaABrieHNA U 3allTbl MPaBOBbIX
TpeboBaHuiA.

Where personal data are processed for direct marketing purposes, the data subject shall have the right to
object at any time to processing of personal data concerning him or her for such marketing, which
includes profiling to the extent that it is related to such direct marketing.

B clny4vyae ecnum O6pa60TKa nepcoHanbHbIX OAaHHbIX OCYLLECTBIAETCA B LeNaX NpoaBMXEeHNA NyTeM YCTaHOBJIeHUA
NPAMbIX KOHTPAKTOB C NMOTeHUMarbHbIM I'IOTp66VITeJ'IeM, Cy6'beKT nMeeT npaBo B no6oe BpemMa BO3pa3nTb NPOTUB
06p660TKVI CBOMX NepcoHaribHbIX AaHHbIX ONA u,enel7| TaKoro npoaBu>KeHusa, K Yemy OTHOCUTCA I'IpOd)MJ‘lVIpOBaHVIe B
TOM mepe, B KOTOpOl7I 9TO NPUMEHMNMO K TakOMy NPOABMXEHUIO.

Where the data subject objects to processing for direct marketing purposes, the personal data shall no
longer be processed for such purposes.

B clny4yae ecnun Cy6'beKT BO3paXaeT npoTmne OGpaGOTKVI OaHHbIX B LUenax npoaBMXeHna nytem yCTaHOBNEHUA NPAMbIX
KOHTPAKTOB C NoTeHUMalrbHbIM I'IOTpe6VITeJ'IeM, 06p360TKa nepcoHarnbHbIX AaHHbIX 418 TaknX Lenen npekpaliaeTcs.

Please pay attention that when you object against processing for the purpose of direct marketing the
Controller shall terminate processing for such purpose unconditionally unlike data processing for other
legitimate interests where the Controller may continue further processing provided that it has
demonstrated compelling legitimate grounds.

O6anJ,aeM BHMMaHKE, YTO B Clly4ae BO3paxXeHnAa npoTne 06p860TKI/I OaHHbIX B LeNdaX NnpoABMXEeHUA nyTem
YCTaHOBJ1EHUA NPAMbIX KOHTPAKTOB C NMOTEHUMallbHbIM n0Tpe6|/|Ter|eM KOHTpOJ‘Iep 6830FOBODO‘4HO npekpawiaet
O6p660TKy B OTJin4Me OT criyqyaeB 06pa6OTKI/I AaHHbIX B MHbIX 3aKOHHbIX MHTEpecCax, Korga KOHTpOJ‘Iep MOXeT
npoaoImXNTb o6pa60T|<y OaHHbIX NPpU YCNOoBUK, YTO OH AOKa3as HacTynrneHne Ha TO 3aKOHHbIX OCHOBaHUN.
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Right to lodge a complaint with a supervisory authority (Art. 77 of GDPR)
MpaBo Ha nopayvy kanobbl B HabntogaTenbHbIN opraH (cT. 77 GDPR)

Without prejudice to any other administrative or judicial remedy, every data subject shall have the right to
lodge a complaint with a supervisory authority, in particular in the Member State of his or her habitual
residence, place of work or place of the alleged infringement if the data subject considers that the
processing of personal data relating to him or her infringes GDPR.

Be3s ywepba Anst MHbIX aAMUHUCTPATUBHBIX U CyAeOHbIX CPeACTB 3aLUMTbl KaXAbI CyObEKT MMeeT nNpaBo nogaTb
*anoby B HabntogaTenbHbIN opraH, B 4aCTHOCTU B cTpaHe-yneHe EBponerickoro Coto3a unm no Mecty ero
NMOCTOAHHOIO I'Ipe6bIBaHVI9|, MecCTy pa6OTbI nnn MecTy npegnoniaraemMmoro HapyleHusa, ecnu Cy6'beKT CYMNTaEeT, 4YTo
obpaboTka ero nepcoHarbHbIX aHHbIX HapyLliaeT nonoxeHns GDPR.

8.Period for which the personal data will be stored:
I'Iepwo.q XpaHeHUsa nepcoHalbHbIX AaHHbIX!

The Controller retains the personal data processed for as long as is considered necessary for the
purpose for which it is processed (including as required by applicable law or regulation).
KOHTpOJ‘Iep XpaHUT OﬁpaGOTaHHble nepcoHarnbHble AaHHble B TEYEeHUE CPOoKa, HeO6XO,EI,VIMOFO ana ueneVl

npoBeAeHHOM 06p860TKVI (B TOM 4uncne B COOTBETCTBUM C Tpe6OBaHM9|MI/I NpUMMEeHNMOro 3akoHogaTtenbCcTBa Unn
npaBoOBbIX aKTOB).

Considering the general limitation period stipulated by laws of Cyprus and in the absence of specific
regulatory or contractual requirements our baseline retention period for the personal data is 10 years.
Where the same personal data is processed for different purposes the storage period is determined by
the purpose for which a longer period is necessary. Taking into account “storage limitation” principle
stipulated by Art. 5 of GDPR and specific circumstances related to the personal data the Controller may
retain the personal data for the period less than the baseline retention period.

MpuHMMas BO BHUMaHUE OBLLMI CPOK MCKOBOW AABHOCTM, MPeayCMOTPEHHbIN 3akoHodaTenscTBom Pecnybnukun Kunp
W PN OTCYTCTBUM OCOOBIN PerynsaTopHbIX U AOrOBOPHLIX TPEOOBaHWI, Hall MCXOOHBIV CPOK XPaHEHWS NepCcoHarnbHbIN
AaHHbIX cocTaBnseT 10 neT. B cnyyae ecnu ogHu 1 Te e nepcoHanbHble AaHHble 00pabaTbiBaOTCA ANt pa3nUyHbIX
Lenen, Cpok XxpaHeHnsa onpeaenseTcs Lenbko, Ana KOTOpon Heobxoamm Gornee NpoaoIKUTENBbHbBIA NEPUOL.
MpuHUMas BO BHUMAHWE NPUHLMM «OrpaHuydeHns no o6bemMy», o0ycrnoBneHHsbin cT. 5 GDPR u ocobbivu
obcToATENBCTBAMU B OTHOLLIEHUU nepcoHaribHbIX OaHHbIX, KOHTpOJ‘Iep MOXEeT XpaHUTb NepcoHarbHble AaHHbIe
MeHee NCXOOQHOro Cpoka XpaHeHuA.

Below you will find main requirements concerning retention of personal data relating to the Controller’s
processing operations:

Hwxe Bbl HangeTe nHopMaLmio 06 OCHOBHbIX TPEBOBAHUSIX XPaHEHWS! NEPCOHATBbHBIX AaHHBIX MO Onepauusm
06paboTkun AaHHbIX KOHTponepom.

EU and Cyprus laws regarding the provision of investment services — 5 years.

3akoHopgaTtensctBo EBponerickoro Cotosa n Pecnybnvky Kunp B OTHOLLEHMM OKa3aHWsA MHBECTULMOHHBIX YCryr — 5
ner.

Prevention of money laundering and financing terrorism legislation — 5 years since the end of the
Controller’s relationship with the client or since the carrying out of the last transaction.
3akoHO4aTenbCTBO O I'IpOTVIBO/J,eVICTBVIVI OTMbIBaHUIO AEeHEXHbIX CpeacTs U CbMHaHCMpOBaH 1Ko TeppopusmMa — 5netc

MOMEHTA 3aBepLIEHUst OTHOLLIEHUN Mexay KOHTPONEepOoM U1 KITMEHTOM UM C MOMEHTA COBEPLLUEHMS NMocreaHen
onepauum.

FATCA - no less than 5 years starting from the end of the period within which the Company is obligated
to report information to authorized bodies of the Republic of Cyprus.

FATCA — He MmeHee 5 neT ¢ MOMEeHTa OKOHYaHus Nepuoaa, B Te4eHne kotoporo KomnaHmsa gormkHa nogaBsaTh
OTYETHOCTb B YNOMHOMOY€EHHbIEe opraHbl Pecnybnvku Kunp.

CRS - 6 years from the moment of identification of the country, where the client or its controlling persons
are tax residents.

CRS - B Te4eHune 6 netT c MOMeHTa yCTaHOBIIEHNA rocygapctea, HanoroebiM pe3ngeHToOM KOTOPOro ABndaeTCA
KINMMEHT Unun ero KoOHTponupytowine nuua.
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9. Information on whether the provision of personal data is a statutory or contractual
requirement, or a requirement necessary to enter into a contract, as well as whether the data
subject is obliged to provide the personal data and of the possible consequences of failure to
provide such data

UHdopmauma o Tom, ABNAeTCA Nn nNpefocTaBrieHne NepcoHanbHbIX AaHHbIX HOPMaTUBHO-NPaBOBbLIM
TpebGoBaHMeM UK ycrnoBueM JOroBopa, unu ycrnoBuemM, Heo6xoauUMbIM Arsl 3aKf0YeHUs Aorosopa, a
TakXxe siBNsieTCA Nn ob6a3aTenbHbIM ana Cy6'beKTa npepnocTaBrieHne nepcoHarnbHbIX OAaHHbIX U
BO3MOXHble nocnencTeBusa HenpegoctaB/ieHUA COOTBeTCTBYHOLWMUX OAaHHbIX

Most of personal data is provided in by filing Questionnaires form (Schedule 01 to the Terms of Business
published on the website of the Controller https://www.open-broker.com) and the content of the
information required for different purposes coincides.

BonbLWMHCTBO NepcoHanbHbIX AaHHbIX NpegocTasnseTcs npu nogade gopm AHkeT (Mpunoxenne 01 k Ycnosusim

OCYLLIeCTBNEHMS OeaTenbHOCTU, onybnnkoBaHHoe Ha cante KoHTponepa https://www.open-broker.com), n
cogepxaHve 3anpalimBaeMoi B pasHbix Lensax nHdopmaumm coBnagaer.

For example, name of the client is required both for compliance with AML legislation and
conclusion/performance of the contract.

Hanpumep, PUNO knneHToB TpebyeTcs Kak Ans npoBeaeHus nposepku B Luensx NOL/PT, Tak n gns
3aKMOYEHNA/MCNONHEHNSA KOHTPaKTa.

Another example — tax residence of the client which is required for compliance with FATCA, CRS
requirements, obligations of the Controller associated with Qualified Intermediary status’ and for the
performance of the contract to ensure the receipt of the proper amounts of distributions paid on securities
held on the client’s account opened with the Controller.

[pyrov npumep: Hanorosoe pe3naeHTCTBO KueHTa, Tpebyemoe Anst nposeaeHns nposepku B Lenax FATCA,
cobntogeHus TpeboBaHuin CRS, ncnonHeHus obsisatenscts KoHTponepa, CBA3aHHbIX CO CTaTyCcoM
KBaJ‘IVIq)VILI,VIpOBaHHOI’O |_|OCpe,D,HMK32, n ana NCNofiHeHUA KOHTPaKTa B Lendax nojly4yeHna cooTBEeTCTBYHLWNX CYMM
BbIMaT No UeHHbIM 6ymara|v|, y4nTbiBa€MbIM Ha cHeTe KIeHTa, OTKPbITbIM Y KOHTpOJ‘Iepa.

So as it follows from the examples in many cases the same data is provided under statutory
requirements, contractual requirements and requirements necessary to enter into a contract.

Takum o6pa30|v|, Kak cnegyeTt U3 npnumMmepos, BO MHOTMX criydaax npeaoctaBnarTCA OOHU U Te Xe aHHble B
COOTBETCTBMU C 3aKoHOAATESTIbHbIMU, OOMOBOPHbLIMUA Tpe6OBaHMﬂMVI n Tpe6OBaHVIﬂMVI Ana 3aKnn4YeHnsa KOHTpakTa.

The possible consequence of failure to provide such data is the Company’s refusal to conclude the
Agreement with you/termination of the Agreement concluded with you.

Bo3moxHbIM nocneacTBneM HeNpPeAoCTaBMNEHUS TakUX AaHHbIX SIBNAETCS 0Tka3 KomnaHum 3akmnioumTb ¢ BaMu
[oroBop/pacTopxeHune 3akrnoveHHoro ¢ Bamu Jorosopa.

If you have any query concerning requirements for provision of specific data please contact us using
contact details provided herein.

B Clly4ae BO3HUKHOBEHME BOMNpPOCOB O Tp66OBaHMF|X npenoctaBieHna onpeaerieHHbIX cBeAeHNN, NpPoOCUM CBA3aTbCA
C HaMu No AaHHbIM ONA CBA3U, YKa3aHHbIM B HACTOALLEM YBegomMneHun.

10. Change of terms and conditions of data processing
N3meHeHMe ycnoBum o6paboTkM NepcoHarnbHbIX AaHHbIX

The terms and conditions of data processing may be changed by the Controller unilaterally by posting the
new version of the Data Protection Notice on the Controller’'s website www.open-broker.com.
Ycnosusa 06paboTkn nepcoHanbHbIX AaHHbIX MOTYT 6blTb M3MeHeHbl KOHTponepom B O4HOCTOPOHHEM Nopsiake

nocpeacTsom onybnnkoBaHMsa HOBOW pefakumu YBegomneHus o6 obpaboTke nepcoHanbHbIX JaHHbIX Ha Bebcante
KoHTponepa www.open-broker.com.

2 Special status assigned to the Controller on the basis of the conclusion an Agreement with the US Internal Revenue Service and
stipulating the Company’s obligations while transfer of US source income for the benefit of its clients. For further information on links
between this status and processing of personal data see Annex 1 hereto.

2 OcobblIin cTaTyc, NpUcBOEHHBI KoHTponepy Ha ocHoBaHuK 3akrtoveHust Cornawwenust ¢ Hanorosow cnyx6oin CLUA n o6ycnasnvsatoLmii
obsizatenbcTBa Komnanum npu nepesoge goxoda ot uctoyHuka CLIA B nHTepecax cBoux knmeHToB. MNMogpobHas nHdopmaums o CBA3SX Mexay
AaHHbIM CTaTycom 1 06paboTKOl NepcoHanbHbIX AaHHbIX U3noxeHa B MpunoxeHun 1 k HacTosiLLeMy YBeAOMMIEHNN.
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Annex 1 to the Data Protection Notice
MpunoxeHune 1 kK YBegomneHno o6 o6paboTke nepcoHanbHbIX JaHHbIX

Purposes of and legal basis for personal data processing of clients (in details)
Llenu u npaBoBble OCHOBaHNA 06pPaboTKn NepcoHanbHbIX AaHHbIX KITMEHTOB (MOAPOOHO)

Legal basis (in accordance with Art. 6

(Schedule 01 to the Terms of Business) and Form
W-8BEN, data obtained as a result of the conclusion
and performance of the Agreement for provision of
investment and ancillary services concluded with the
Controller and other agreements and contracts
associated with conclusion and performance of the
Agreement data on details of the contract,
transactions and other operations made via the
Controller.

[aHHble, ykasaHHble B popMe AHkeTbl (Mpunoxenne 01 k
YcnosusM ocyLlecTBneHns gearensHoct) n dopme W-
8BEN, faHHble, nonyyeHHble B pesyrbTaTe 3aKoyYeHns n
MCNOJIHEHUA D,orosopa OKa3aHnAa MHBECTULIMOHHbLIX U
COMYTCTBYHOLLMX YCNYT, 3aKNo4eHHOro ¢ KoHTponepowm, a
TaKXe UHbIX OroBOpOB N KOHTPAKTOB, CBA3aHHbIX C
3aKrnn4yeHnem n ncnormtHeHnem D,oroaopa, AaHHble O
pekBu3nTax KOHTpaKkTa, caesiok n npo4mnx OI'IepaLlVII7|,
ocCyLLeCcTBMNeHHbIX Yepe3 KoHTponepa.

party (Agreement for provision of investment and ancillary
services concluded between the Subject and the Controller and
other agreements and contracts associated with conclusion and
performance of the Agreement).

3akno4yeHue/ucnonHeHue KOHTpPakKTa, CTOpOHOVI KoToporo
asnsaeTcAa CyobekT ([JJoroBop okasaHUsa MHBECTULIMOHHbIX U
COMYTCTBYIOLLMX YCNYT, 3aKMOYEHHbIN Mexay CyobekToM n
KOHTpOJ‘IepOM, a TakKKe MHble J0oroBopbl N KOHTPaKThbl, CBA3aHHbIE C
3aKIOYeHreM 1 ncnonHeHmem [lorosopa).

No Personal data’/Specific operation Purpose of GDPR)
’ [MepcoHanbHbIe naHHbleB/Honpo6HOCTm ornepaumm Llenb lMpaBoBLlE OCHOBAHUS (B COOTBETCTBUU
co cT. 6 GDPR)
1 Data as specified in the Questionnaire form Conclusion/performance of a contract where the Subject is |Processing is necessary for the

performance of a contract to which
the data subject is party or in order to
take steps at the request of the data
subject prior to entering into a
contract.

O6paboTka Heobxoanma B Lensix
WCMOSHEHUSA KOHTPaKTa, CTOPOHON
KOTOpPOro ABnAeTCcA Cy6'beKT OaHHbIX, N1
B Uendax NpuHATMA Mep no Tpe6OBaHVIIO
Cy6'beKTa OaHHbIX A0 3aKnw4eHnsa
KOHTpaKTa.

3 To simplify the description of the categories of personal data processed the data could be divided in two blocks: 1) Data as specified in Questionnaire forms (Schedule 01 to the Terms of Business)
and Forms W-8 series that are available on the Controller's website https://www.open-broker.com. Questionnaire forms facilitate collection of data for the different purposes specified herein. Forms W-8
series are completed for the FATCA purposes. Data as specified in Questionnaire forms is provided via filing Questionnaire and where relevant by submitting additional documents (e.g. CV of the
client’s representative to demonstrate his/her experience in the investment field in accordance with Law 87(1)/2017) 2) Data obtained as a result of the conclusion and performance of the Agreement for
provision of investment and ancillary services concluded with the Controller and other agreements and contracts associated with conclusion and performance of the Agreement such as details of the
contract, accounts opened with the Controller, transactions and other operations made via the Controller. If you have any further queries concerning categories of the personal data processed the
relevant information could be provided by the Controller upon your request.
B uensix ynpolueHus onvcaHusi kateropuin 06paboTaHHbIX NepcoHarnbHbIX AaHHbIX, Takne AaHHble MOryT ObiTb pa3aeneHbl Ha ABa 6noka: 1) [aHHble, ykasaHHble B hopmax AHkeT (Mpunoxexune 01 k
Ycnosuam ocylecTBrneHusa aesitensHoctn) n ®opmax cepun W-8, goctynHbele Ha BebcarnTe KoHTponepa https://www.open-broker.com. dopmbl AHKET cnocobCTBYOT cOOpy AaHHBIX AN PasnnyHbIX
Ll,eJ'IeI7I, YKa3aHHbIX B HACTOALLEM OOKYMEHTE. (DOprI cepun W-8 3anonHsTcs ana Ll,eJ'IeVI FATCA. ﬂ,aHHbIe, YKa3aHHble B cbopmax AHKeT, npenocTaBnATCA NOCPeACTBOM 3arnoJIHEHUA AHKeTbI n, B
crny4yae HeobxoaMMOCTW, NOCPEACTBOM NoAaqu AOMNOMHUTENbHBIX JOKYMEHTOB (HanpuMep, pes3toMe npeactaBuTens KnueHTa, NpegocTaBnsemMoe B Lensix packpbitusi HopMauum o ero/e€ onbiTe B
obnacTtu uHBecTMUMIA B cooTBeTCTBUM ¢ 3akoHoMm 87(1)/2017) 2) [laHHble, nony4eHHble B pe3yrnbTaTte 3akrnoveHns 1 UCNonHeHns [JoroBopa oka3aHns MHBECTULIMOHHBIX U COMYTCTBYHOLLMUX YCIyT,
3aKIK4YeHHOoro ¢ KOHTpOJ‘IepOM, a TakKe UHbIX OOroBOPOB U KOHTPAKTOB, CBA3aHHbIX C 3aKrn4yeHnem n UucrnojiHeHnem D,oroaopa, Takune Kak pekBU3NTbl KOHTPakTa, C4eTOB, OTKPbITbIX Y KOHTponepa,
CAEenkun 1 Npoyme onepauum, ocyLecTeneHHble Yepe3 KoHTponepa. Ecnv y Bac nvetotcst 4ONONHUTENbHbBIE BOMPOCHI B OTHOLLEHWUM KaTeropun obpabaTbiBaeMbIX NEpCOHanbHbIX AaHHbIX,
COOTBETCTBYOLLAs MHpopMaLmsa MoxXeT ObITb NpefocTaBneHa KoHtponepom no Bawemy 3anpocy.
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Legal basis (in accordance with Art. 6

regulatory requirements/contracts or as nature of the
relevant legal claim may require.

[MepcoHanbHble gaHHble, HeobXxoaMMbIE B COOTBETCTBUN C
npuMeHnMbIMAN NHOCTPAHHbIMU HOPMaTUBHbIMU
TpeGOBaHMﬂMM/KOHTpaKTaMM nnun cogepXxaHmem
COOTBETCTBYIOLLEIO NPaBOBOro TpeboBaHus.

No Personal data3/§pecific operation Purpose of GDPR)
’ MepcoHanbHble AaHHbIe™/Tloapo6HOCTM onepaLmm Llenb [MpaBoBble OCHOBaHUS (B COOTBETCTBUM
co cT. 6 GDPR)
2 Personal data as required under the relevant Union |Compliance with a legal obligation to which the Controller |Processing is necessary for
law or Member State law to which the Controller is  |is subject under Union law or Member State law (Prevention |compliance with a legal obligation to
subject. of money laundering and financing terrorism legislation; MIFID |which the controller is subject under
lMepcoHaneHble AaHHble, Heobxoaumble B cooteeTcTBum ¢ | II, MIFIR, Law 87(1)/2017 regarding the provision of investment |Union law or Member State law.
TpeGoBaHWAMM, YCTaHOBMNEHHBIMW COOTBETCTBYHOLLMMU services, the exercise of investment activities and the operation | O6pa6oTka Heobxoanma B Lensax
HOPMATUBHbIMM NPaBOBLIMM akTamm EBponeiickoro of regulated markets and other Union and Member State laws | cobnioaerns Tpebosaninii,
Colosa nnm cTpanel-unena Esponeiickoro Cotosa, regulating provision of investment services, the exercise of YCTAHOBINEHHbIX HOPMATNBHBIMIA
NpumersiembiMy k KoTponepy. investment activities and the operation of regulated markets, MPaBoBLIM aKTaMUt EBpO”eE"'CKorOV
Market Abuse legislation, FATCA and CRS as implemented in 80*033 vnm CTpanbl-tnexa EBponenckoro
. 0103a, NpumeHseMbIxX k KoHTpornepy.
Cyprus and Union or Member State laws as may be
applicable).
CobniogeHne Tpe6oBaHUM, yCTaHOBIIEHHbLIX HOPMAaTUBHLIMMU
npaBoBbiMU akTamu EBponernickoro Coto3a nnm cTpaHbl-4reHa
EBponenickoro Coto3a, npumMmeHsieMbix k KoHTponepy
(MpoTtuBoAENCTBME OTMBIBAHUIO AEHEXHBIX CPEACTB U
dUHaHCMpoBaHUIO TeppopuamMa; cobntogeHne TpedosaHun MIFID I,
MIFIR, 3akoHa 87(1)/2017 B 4yacTu okazaHUs UHBECTULMOHHbBIX YCHYT,
ocyLwiecTBneHua VIHBeCTVILI,MOHHOlZ OeATesIbHOCTN U onepal_wu?l Ha
perynmpyemMbiX pbIHKax, a TakKe UHbIX TpeGOBaHVIl;L YCTaHOBNEHHbIX
HOpPpMaTnBHbIMW NPaBOBbIMWU akTaMu EBpOI‘IeI7ICKOF0 Coto3a unm
cTpaHbl-vneHa EBponerickoro Coto3a, perynupyoLmmMm okasaHme
MHBECTULIMOHHBIX yCNnyr, ocyulecTBlieHne I/IHBeCTI/ILI,I/IOHHOI7I
AEeATENbHOCTY 1 onepaunui Ha perynmpyemblix pbiHKax, TpeboBaHui
3akoHogaTenbCcTBa B chepe MaHUMynMpoBaHus pbiHKOM, FATCA 1
CRS, npumeHsiembix Ha Kunpe n B EBponenckom Cotose unu B
cTpaHe-uneHe Esponerickoro Cotosa, B 3aBUCMMOCTU OT
obcToATenbCTB).
3 Legitimate interests pursued by the Controller or by a third party including not limited to:
3aKOHHbIe UHTEepecChl KOHTponepa Unu TpeTbero nuua, BKnw4as, HO He orpaHnYnBasiCb HNXxenepe4vnucrieHHbIM:
3.1. |Personal data as required under applicable foreign |Legitimate interests of the Controller or a third party Processing is necessary for the

involved in the provision of services to the client
(intermediate broker, depositary, custodian, bank) to
comply with the foreign regulatory requirements (in
particular, laws of the United States of America and Russian
Federation concerning taxation of income paid or credited to
client’s the account, FATCA — US law which has extraterritorial
application and where it is applied in the third country to the
extent admitted in that third country).

purposes of the legitimate interests
pursued by the controller or by a third
party. The legitimate interests are
identified in the second column of this
table.

O6paboTka Heobxoauma B Lensax
CO6J'IPOLI,6HVI$| 3aKOHHbIX NHTEpecoB
KoHTponepa unu TpeTtbero nuua.
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Personal data®/Specific operation

No. [MepcoHanbHbIe ,uaHHbleS/I'Io,upoﬁHocm onepaumu

Purpose
Llenb

Legal basis (in accordance with Art. 6
of GDPR)
I'Ipaaoable OCHOBaHUA (B COOTBETCTBUA
co cT. 6 GDPR)

3akoHHble uHTepecbl KoHTponepa unu TpeTbero nuua,
NPUHUMaKLLEro yyacTme B OKa3aHUM yCINyr KNneHTy (bpokep-
nocpeaHuK, Aeno3uTapun, kactoamaH, 6aHkK), B Lensix
cobnaeHna MHOCTPaHHbIX HOPMAaTUBHbIX Tpe6oBaHUM (B
YacTHOCTK, 3aKkoHoaaTenbcTBa CoeanHEHHbIX LLITaTtoB AMepukn 1
Poccunckon ®enepaumm B cchepe HanoroobnoxeHusa goxoaa,
BbINSIA4YEHHOr0 UM 3a4YUCIIEHHOIO Ha CYET KnueHTa, 3akoHa CLUA
FATCA, KOTOpbIV NPUMEHSIETCS MO IKCTEPPUTOPUANBHOMY NPUHLMMY,
npv 3TOM B Clyvae NpYMeHeHUsi B TPETbEN CTpaHe, yKa3aHHbIN 3aKOH
npumMmeHsieTcss B 06béme, JONYCTUMOM B TaKOW TPETbEN CTpaHe).

Legitimate interests of the Controller to comply with tax
laws of the United States of America and perform
obligations associated with Qualified Intermediary
(hereinafter referred as QIl) status (special status assigned to
the Company on the basis of the conclusion an Agreement with
the US Internal Revenue Service (Ql Agreement) and
stipulating the Company’s obligations while transfer of US
source income for the benefit of its clients).

3akoHHble uHTepechkl KoHTponepa B uensx co6noaeHus
HarnoroBoro 3akoHopaTenoctBa CoeanHéHHbIx LLiTaTtoB AMepuku
U UCNOJTHEHUA 06H3aTel1bCTB, CBA3AaHHbIX CO CTaTyCOM
KsanuduumpoBaHHOro nocpeaHuka (aanee —
«KBanuduumnpoBaHHbIN NOCpeaHUK») (CreunanbHbli cTaTyc,
I'Ipl/lCBoeHHbII7I KomnaHum Ha ocHoBaHun ,El,orosopa, 3aKIMto4YeHHOoro co
Cnyx6own BHyTpeHHUx goxonos CLUA (JoroBop kBanuuumpoBaHHOro
nocpegHuyecTBa) u perynupyroulero obssatensctsa KomnaHuu npum
nepegaye foxoaa, nonyyYeHHoro Ha Tepputopun CLUA, B nonb3y
CBOUX KITMEHTOB.

Legitimate interests of the Controller and or a third party to
conclude and perform the contracts associated with

provision of the Controller investment and ancillary services.
3aKkoHHble nHTepecbl KoHTponepa unu TpeTbero nuua B Lensax
3aKn4eHUdAa n CNoJyIHeHUA KOHTPAKTOB, CBA3aHHbLIX C OKa3aHnem
KOHTpOJ‘IepOM MHBECTULMOHHbIX N CONYTCTBYHOLLNX YCIyT.

The aforementioned shall not include cases where procession
of personal data under the relevant regulatory
requirements/contracts are required for the purpose of
conclusion/performance a contract with the Client and
consequently such processing falls under legal basis specified

3aKOHHbIE MHTEPECHI YKa3aHbl BO BTOPOM
cTonbue aaHHoOW Tabnuubl.

Data Protection Notice
YBenomneHne o6 obpaboTke NnepcoHanbHbIX AaHHbIX

page 13 of 22
cTp. 13 u3 22



Legal basis (in accordance with Art. 6

No Personal data3/§pecific operation Purpose of GDPR)

’ nepCOHaﬂbele AaHHble /|_|O,D,p06HOCTVI onepaunn Lle]'lb ﬂpaaoaue OCHOBaHUSA (B COOTBETCTBUU
co cT. 6 GDPR)
in item 2 above.
BblLen3noxeHHoe He OTHOCUTCS K cny4yadam, Korga srnageHue
nepcoHaribHbIM AaHHbIMW B COOTBETCTBUU C Tpe6OBaHVIF|MV|,
YCTaHOBJ1€HHbIMWX COOTBETCTBYOLLMMN HOPMAaTUBHbIMU NPaBOBbIMU
aKTaMM/KOHTpaKTaMVI, H806XOJJ,V|M0 B Lenax 3aKMYEHUA/NCNONTHEeHNS
poroBopa ¢ KnueHTtom, 1, cregoBaTteribHO, Takoe BrageHue
nognagaeT Nof NpaBoBble OCHOBAHMS, YKa3aHHbIE BbiLLE B MYHKTE 2.
Legitimate interests of the Controller and third parties
associated with the establishment, exercise or defense of
legal claims (potential legal claims) arisen out of or in
connection with provision of services by the Controller.
3aKoHHble UHTepecChbl KOHTponepa Unu TpeTbux nuuy, cBA3aHHbIE
(o nop.aqeﬁ, ncnoJsiHeHnem mnun BegeHunem 3allMTbl NO NpPaBOBbLIM
TpeboBaHMAM (NOoTeHUManbHbLIM NPaBOBbLIM TPeOOBaHUAM),
BO3HUKLUMM NO NpU4YnNHE Unn B CBA3M C OKa3aHMEM ycnyr
KoHTponepowm.

3.2. |Contact details Marketing (including direct marketing) of financial products and

KoHTakTHble AaHHble. services and products and services associated with them
(trading platforms, market data services, etc.).
I'Ipo;:lam»(eHme (BKJ'I}O\-Iaﬂ npoasum>XeHne nytem yCtaHOBNEeHUA NpaMbIX
KOHTPaKTOB C NOTeHLManbHbIM NoTpebutenem) pmHaHCOBbLIX
NpOAYKTOB U yCcnyr, a Takke CBA3aHHbIX C HUMU MPOAYKTOB U yCInyr
(ToproBble nnoLWaakn, NpefocTaBneHne pbiIHOYHOW MHAOpMaLmn 1
T.M.).

3.3. | Video recording of the natural person’s images Security
made by means of the special hardware placed in BesonacHocTb
the Controller’s office for security reasons.

Buaeosanuck nsobpaxxeHnin pusanyeckmnx nuu,
ocyLlecTBnsiemas cneumanbHbiM 060pygoBaHueM,
yCTaHOBMNEHHbIM B opunce KoHTponepa, B Lensx
6e3onacHocTy.

4 | Transfer of the Client’s personal data to the third performance of the Company’s obligations associated with Ql; |The data subject has given consent
countries which are not recognized by the European |ucnonHeHune obsasatenscts KoMnaHuy, CBA3aHHbIX CO CTaTyCcoM to the processing of his or her
Commission as countries ensuring adequate level of | KBanuduuyposarHoro nocpeaHuka; personal data for one or more specific
personal data protection by adoption a relevant provision of FATCA compliance by the Company’s and any purposes.
decision for purpose specified in the second column |person that has control, receipt, or custody of income or that CyObekT AaHHbIX NpedocTaBus cornacue
of this table. can disburse or make payments of income (where FATCAis  |Ha 06paboTky ero/e€ nepcoHansHbix

AOaHHbIX O1A 0OHOW UM HECKOJTbKNX

Data Protection Notice
YBenomneHne o6 obpaboTke NnepcoHanbHbIX AaHHbIX

page 14 of 22
cTp. 14 n3 22




No.

Personal data®/Specific operation
[lepcoHanbHble ,uaHHbleS/I'Io,upoﬁHocm onepaumm

Purpose
Llenb

Legal basis (in accordance with Art. 6
of GDPR)
I'Ipaaoable OCHOBaHUA (B COOTBETCTBUA
co cT. 6 GDPR)

Mepenaya nepcoHanbHbIX AaHHbIX KnvneHTa TpeTbum
CcTpaHaMm, He npu3HaHHbIM EBponerickon Komuccnen B
KayecTBe CTpaH, obecneymBaloLLMX afeKBaTHbIA YPOBEHb
3aLLUMTbl NEPCOHANbHbIX AAHHbIX MyTEM NPUHATUS
COOTBETCTBYIOLLEIO peLleHns ansi Lenen, ykasaHHbIX BO
BTOpPOM cToNn6ue AaHHOW Tabnuupl.

Personal data to be transferred: personal data as
required to provide compliance with FATCA and QI
Agreement requirements (including but not limited to
name, citizenship, address, tax residence, place and
date of birth, taxpayer identification number,
information regarding account(s) opened with the
Company, account(s) balance, income paid or
credited to the account(s) with the Company and
gross proceed from sale or other distribution of
financial assets credited to the account(s) with the
Company, taxes withheld from income paid or
credited to the account(s) with the Company).
Personal data may be transferred in whole or in part
by provision of the Self-Certification form contained
herein or/and W-8BEN form or by submitting reports
on Form 1042-S required by the QI Agreement.
I'Iepcouaanble AaHHble, noanexaiwjne nepenave:
nepcoHalribHble JaHHbIE B 06beme, HeO6X0,EI,VIMOM ana
cobntogeHusa TpebosaHmn FATCA n Jorosopa
KBanuguuMpoBaHHOro NocpeaHn4ecTBa (B TOM Yncrie, HO
He orpaHnYnBasChb, UMS, rpaxgaHCcTBO, adpec, Hanoroesoe
pe3naeHTCTBO, MECTO 1 JaTa POXAEHUS,
I/I,EI,eHTVICbVIKaLLVIOHHbIVI HOMEp HanoronnaTesnbLlnKa,
nHopMauums o cyeTe (cyeTax), OTKPbITOM (OTKPbITHIX) B
KomnaHum, 6anaHce cyeTa (cyeToB) goxoae,
BbIMNJ1T@4€HHOM UMK 3a4NCINeHHOM Ha c4eT (cqua) B
KomnaHum, a Takke obuien BanoBomn Bblpydke OT Npoaaxu
nnu noraweHnsa (bVIHaHCOBbIX aKTUBOB, 3a4MCrieHHON Ha
cyeT (cyeta) B KomnaHum). NepcoHarnbHble AaHHbIE MOTYT
ObITb npenoctaBiieHbl NOJNTHOCTBIO UMMM YaCTUYHO NyTeEM
nepepayn opmbl CamocepTrumkaunm, Coagepallencs B
HacToswen AHkeTe, n/unu dopmsl W-8BEN nnu nytem
nogaymn otyeTHocTn no popme 1042-S, Tpebyemori B
COOTBETCTBUUN C ,D,OFOBOpOM KBaJ‘IVI(pVILLMpOBaHHOFO

applied out of scope of FATCA Intergovernmental Agreement

between Cyprus and USA)

obecneveHune cobnogeHunsa tpedosaHun FATCA KomnaHuen n nobbim
TNALLOM, KOHTPOSMPYOLLUM, NOMyYatoLWwmMM U NPUHUMatOLMM Ha
[OBEPUTENBHOE XpaHEHWEe JOXOL UM KOTOPOE MOXET OCYLLECTBNATb
BbINMaThl goxoda (B cnyyasx, korga FATCA npumeHsieTcs He B
pamkax MexnpaButenbcTBeHHoro cornaweHuns FATCA,

3akmntoveHHoro mexay Knnpom n CLUA)

KOHKPETHbIX Lernen.

This legal basis shall not be
applicable where the transfer is
necessary for the performance of a
contract between the data subject
and the Company or the
implementation of pre-contractual
measures taken at the data subject’s
request or for the conclusion or
performance of a contract concluded
in the interest of the data subject
between the Company and another
natural or legal person (e.g. provision
of information by the Company to the
custodian/depositary where the
Client’s financial instruments are held
or intended to be held). In such cases
personal data could be transferred
irrespective of the Client’s consent.
,D,aHHoe npaBoBoOe OCHOBaHMe He
npuMeHaeTCca, ecnun nepeaada
He06xo,qmma Ona NCNnonHeHna KOHTpakTa
Mexay Cy6beKTOM nepcoHanbHbIX
OaHHbIX U Komnanuen unun NPpUMEeHEeHnA
npengoroBOpPHbIX Mep, NPUHATBLIX NO
TpeboBaHM0 CyObeKTa AaHHbIX, UKW ANs
3aKIK4YeHNA Unn NCNONMHEHUA KOHTPAaKkTa,
3aknoyeHHoro mexay Komnaxuen n
NHbIM CbVI3VI‘-IeCKVIM nnn pnan4ecknm
JINLOM B UHTEpecax Cy6'b6KTa
nepcoHarnbHbIX aHHbIX (Hanpuvep,
npepoctasneHne KomnaHven
MHopMaLMn KacToanaHy/aeno3nTaputo,
Yy KOTOPOro OCYLLECTBIAETCHA XpaHeHue /
npennonaraeTca ocyllecTBrieHne
XpaHeHusi PUHAHCOBbLIX MHCTPYMEHTOB
Knuenta). B Takux cnyyasix, nepegaya
nepcoHarnbHbIX AAaHHbIX MOXeT ObITb
ocyulecteneHa 6e3 cornacus KnveHra.
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No Personal data®/Specific operation
’ [MepcoHanbHbIe ,D,aHHbIeS/HOJJ,DOGHOCTVI onepaumu

Purpose
Llenb

Legal basis (in accordance with Art. 6
of GDPR)
I'Ipaaoable OCHOBaHUA (B COOTBETCTBUA
co cT. 6 GDPR)

nocpegHn4yecTBa.

The consent given above shall not be
applicable where the transfer is
necessary for the performance of a
contract between the data subject
and the Company or the
implementation of pre-contractual
measures taken at the data subject’s
request or for the conclusion or
performance of a contract concluded
in the interest of the data subject
between the Company and another
natural or legal person (e.g. provision
of information by the Company to the
custodian/depositary where the
Client’s financial instruments are held
or intended to be held). In such cases
personal data could be transferred
irrespective of the Client’s consent.
,D,aHHoe cornacue He ABndeTcA
NnpuMeHMbIM B Crniydasax, Korga nepenada
Heo6xo;:u/uv|a Ona UcnoJiHeHUA KOHTpakTa
mMexay CybbeKkToM nepcoHarnbHbIX
AaHHbIX 1 KomnaHuen unu ons
3aKn4yeHunda gorosopa no nHnunatTmee
Cy6beKTa nepcoHanbHbIX AAaHHbIX U
Ang 3akn4vyeHna nnm ncnoJiHeHuA
KOHTpakKTa, 3aKn4yaemMoro/3aknto4eHHoro
mMexay KomnaHuen v gpyrum
CbVI3VIl-IeCKI/|M mnnn Lpnanvyeckum NmLomM B
MHTepecax cybbeKkTa nepcoHanbHbIX
AaHHbIX (HanpyMep, NpefocTaBneHne
KomnaHuen nicopmarmm
KacToamaHy/genosnTapuio, y KOToporo
ocyLLecTBNAeTCa XxpaHeHue /
npegnonaraeTcda ocyuecTtesneHme
XpaHeHus1 (PMHaAHCOBbLIX NHCTPYMEHTOB
KnuenTa). B atux cnyyasx, nepegava
nepcoHasribHbIX AAaHHbIX OCYLLECTBIAETCA
BHE 3aBUCUMOCTU OT cornacua KnueHra.
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Purposes of and legal basis for personal data processing of directors, beneficial owners and controlling persons of clients which are legal persons
and representatives of clients.

Lienu n npaBoBble OCHOBaHUA OﬁpaﬁOTKVI nepCcoHalNbHbIX A4AaHHbIX AUPEKTOPOB, 68Hed)VILWIaprIX BrnagenbueB, KOHTPONTMPYHOLWUX NMUL KITMUEHTOB, ABNAKOLWUXCA
opunan4yeCKumMu nmuamMmm m npeaocraBuTensamMm KnmeHToB

Legal basis (in accordance with Art. 6

law or Member State law to which the Controller is
subject.

ﬂepCOHaﬂbele OaHHble, HeOﬁXO,EI,VIMbIe B COOTBETCTBUU
C Tpe6OBaHVIF|MV|, YCTaHOBJIEHHbIMU COOTBETCTBYOLLMMU
HOPMAaTMBHbLIMW NPaBOBbIMW aKTaMu EBpOI‘IeVICKOI’O
Coto3a unu ctpaHbl-uneHa Esponevickoro Cotosa,
npumeHsembiMn k KoHTpornepy.

No Personal data*/Specific operation Purpose of GDPR)
’ [MepcoHanbHble AaHHble/ogpobHOCTH onepaumm Llenb [MpaBoBble OCHOBaHMUSA (B COOTBETCTBUN CO
cT. 6 GDPR)
1 Personal data as required under the relevant Union |Compliance with a legal obligation to which the Controller |Processing is necessary for

is subject under Union law or Member State law
(Prevention of money laundering and financing terrorism
legislation; MIFID Il, MIFIR, Law 87(1)/2017 regarding the
provision of investment services, the exercise of investment
activities and the operation of regulated markets and other
Union and Member State laws regulating provision of
investment services, the exercise of investment activities and
the operation of regulated markets, Market Abuse legislation,
FATCA and CRS as implemented in Cyprus and Union or
Member State laws as may be applicable).

CobniogeHne Tpe6oBaHUM, yCTaHOBIIEHHbLIX HOPMAaTUBHbLIMU
npaBoBbiMU akTamu EBponerickoro Colo3a nnm cTpaHbl-4rieHa
EBponenickoro Coto3a, npumMmeHsieMbix k KoHTponepy
(MpoTtuBoAENCTBME OTMBIBAHUIO AEHEXHBIX CPEACTB U
UHaHCMpPOBaHUIO Teppopuama; cobntoaeHne Tpedosanu MIFID I,
MIFIR, 3akoHa 87(1)/2017 B YacTv OKa3aHUSA MHBECTULMOHHBIX YCHyT,
OCYLLECTBMEHNS MHBECTULMOHHOW AESATENBHOCTA 1 Onepauui Ha
perynMpyeMbix pblHKax, a Takke NHbIX TpeboBaHWN, YCTaHOBMNEHHbIX
HOPMaTMBHbIMKU NpaBoOBbIMK akTamun EBponerickoro Cotosa nnm
cTpaHbl-4neHa EBponerickoro Coto3a, perynupyoLwmMm okasaHne
WHBECTULMOHHbIX YCNYT, OCYLLEeCTBMNEHNE MHBECTULMOHHOM
[eATENbHOCTM 1 onepaLumii Ha perynnpyemMbix pbiHkax, TpeboBaHui
3aKkoHoJaTenbCcTBa B cdhepe MaHUMynupoBaHus pbiHkoM, FATCA 1
CRS, npumeHsiembix Ha Kunpe n B EBponenckom Cotose nnu B
cTpaHe-uneHe Esponerickoro Cotosa, B 3aBUCMMOCTH OT
obcToATenbCTB).

compliance with a legal obligation to
which the controller is subject under
Union law or Member State law.
O6paboTka Heobxoamnma B Lensix
cobnoaeHus TpeboBaHuiA,
YCTaHOBMNEHHbLIX HOPMATUBHbLIMM
npasoBbIMK akTamu EBponerickoro Cotosa
unu ctpaHbl-vneHa Esponeickoro Cotosa,
npumMeHsieMbix Kk KoHTponepy.
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Legal basis (in accordance with Art. 6

regulatory requirements/contracts or as nature of
the relevant legal claim may require.
ﬂepCOHaHbele AaHHble, HeOGXO,EI,VIMbIe B COOTBETCTBUU
C NpMeHNMbIMN MHOCTPaHHbIMN HOPMaTUBHbIMA
TpeboBaHUAMU/KOHTPAKTaMM UNN cogepKaHnem
COOTBETCTBYIOLLEro NpaBoBOro TpeboBaHus.

party to conclude and perform the following contracts:
3akoHHble nHTepeckl KoHTponepa unu TpeTbero nuua B Lensx
3aKnw4eHnsa n UCNOJTHEHUA KOHTPAKTOB

Agreement for provision of investment and ancillary services
between the client and the Controller and other agreements
and contracts associated with conclusion and performance of
the Agreement,

[loroBop oka3aHWs MHBECTULMOHHBIX 1 CONYTCTBYIOLMUX YCNYT,
3aKMNIOYEHHbIN MexXxay KInneHTom n KOHTpOJ‘IepOM, a TaKkXe nHble
O0roBopbl N KOHTPaKTbl, CBA3aHHbIE C 3aKni4YeHnem 1 NCrnoJiHeHnem
HoroBopa,

Contracts concluded between the Controller and third persons
involved in the client’s servicing such as brokers, custodians,
depositaries, banks, trading venues including third country
trading venues, software and market data providers.
KOHTpaKTbI, 3aKIo4YeHHble Mexay KOHTpOJ‘IepOM N TpeTbMMn
nmyamMu, y4acTtByrolMMKn B npoLlecce 06CJ‘Iy)KVIBaHVIF| KnneHTa Takune
KaK 6pOKepr, KacToauaHbl, Aeno3nTtapuu, 6aHKl/I, TOproBeble
nnowaaku, BKn4yaa Toproebie nfowagkm TpeTbnx CTpaH, nuu,
npenocTtaBnArvLLMX nporpaMmmMmHoe obecneyeHve 1 PbIHOYHYHO
MHOpMaLMIO.

Legitimate interests of the Controller or a third party
involved in the provision of services to the client
(intermediate broker, depositary, custodian, bank) to
comply with the foreign regulatory requirements (in
particular, laws of the United States of America and Russian
Federation concerning taxation of income paid or credited to
client’s the account, FATCA — US law which has extraterritorial
explication and where it is applied in the third country to the
extent admitted in that third country)

3akoHHble uHTepecbl KoHTponepa unu TpeTbero nuua,
npUHUMaloLero yyactme B oka3aHuUu ycnyr KnmeHTty (6pokep-
nocpeaHukK, Aeno3nTapun, kKactoamad, 6aHk), B Lensax
cobngeHUs MHOCTPaHHbIX HOPMATMBHbLIX TpeboBaHUM (B

No Personal data3/Specific operation Purpose of GDPR)
’ [MepcoHanbHble AaHHble/MoapobHOCTH onepaumm Llenb [MpaBoBble OCHOBaHUA (B COOTBETCTBMN CO
cT. 6 GDPR)
2 Legitimate interests pursued by the Controller or by a third party including not limited to:
3akoHHble nHTepecbl KoHTponepa unu TpeTbero nuua, BKI4Yas, HO He OrpaHMYMBasCb HMKENepPevYnCneHHbIM:
2.1. |Personal data as required under applicable foreign |Legitimate interests of the Controller, a client or a third Processing is necessary for the

purposes of the legitimate interests
pursued by the controller or by a third
party. The legitimate interests are
identified in the second column of this
table.

O6paboTka Heobxoamnma B Lenax
CO6J‘IPO,EL€HVI9I 3aKOHHbIX MHTEepeCcoB
KoHTponepa nnu Tpetbero nuua.
3aKkoHHble MHTEepeChl YKa3aHbl BO BTOPOM
cTonbue aaHHoW Tabnuubl.
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Legal basis (in accordance with Art. 6

countries which are not recognized by the
European Commission as countries ensuring
adequate level of personal data protection by
adoption a relevant decision without appropriate
safeguards.

[Mepenava nepcoHanbHbIX AaHHbIX KnneHTa TpeTbnm
cTpaHaMm, He npu3HaHHbIM EBponerickon Komuccnen B
KayecTBe CTpaH, 06ecneynBaroLLNX afeKkBaTHbIN
YPOBEHb 3alThbl NepCOHAalIbHbIX OAaHHbLIX MYTEM

No Personal data3/Specific operation Purpose of GDPR)
’ [MepcoHanbHble AaHHble/MoapobHOCTH onepaumm Llenb [MpaBoBble OCHOBaHUA (B COOTBETCTBMN CO
cT. 6 GDPR)
YaCTHOCTH, 3aKoHOAaTesbCTBa CoeﬂMHéHHbIX LLTaToB AMepVIKVI n
Poccurckon ®epepaunm B cchepe HanoroobnoxeHus goxoaa,
BbINSI@4Y€HHOrO UM 3a4MCITIEHHOIO Ha CYET KMNEHTA, 3akoHa CLUA
FATCA, KOTOpbI NPUMEHSAETCH NO IKCTEPPUTOPMATTBHOMY MPUHLANY,
npu 3TOM B Criyyae NpUMeHeHUs B TpeTbeW CTpaHe, yka3aHHbIA 3aKOH
npumeHsieTcs B 06bEéme, JOMYCTUMOM B Takon TpeTbew CTpaHe).
Legitimate interests of the Controller and third parties
associated with the establishment, exercise or defence of
legal claims (potential legal claims) arisen out of or in
connection with provision of services by the Controller
3akoHHble nHTepecbl KoHTponepa unu TpeTbux nuL, cBA3aHHbIe
(o no,qaqeﬁ, ncnosiHeHnMemM uUnu BegeHmem 3alinTbl N0 NpaBOBbIM
TpeboBaHMAM (NOoTeHUManbHbLIM NPaBOBbLIM TPeOOBaHUAM),
BO3HUKLUMM MO NpU4nHEe Unm B CBA3M C OKasaHMeM ycnyr
KoHTponepom.
2.2. |Contact details Marketing (including direct marketing) of financial products and
KoHTaKkTHble AaHHble. services and products and services associated with them
(trading platforms, market data services, etc.)
MapkeTuHr (BKrtoyasi NpsMor MapKeTUHT) MHaHCOBbIX NMPOAYKTOB U
ycnyr, a Takke CBA3aHHbIX C HUMK NPOAYKTOB U yCnyr (TOpFOBbIe
nrowagkun, npegoctaBneHne pbIHOYHOM MHopMaumun 1 T.0.).
2.3. |Video recording of the natural person’s images Security
made by means of the special hardware placed in |BesonacHocTs
the Controller’s office for security reasons.
Buaeosanuck nsobpaxkeHunin pmuamyecknx nuu,
ocyLlecTBnsiemas cneumanbHbiM 060pygoBaHueEM,
yCTaHOBMNEHHbIM B opunce KoHTponepa, B Lensx
6esonacHocTu.
3 Transfer of the Client’s personal data to the third Legitimate interests as specified in point 2.1. above except of |The data subject has given consent to

legitimate interests in relation to legal claims as the transfer for
the establishment, exercise or defence of legal claims is
allowed under Art. 49 of GDPR.

3aKkoHHble MHTepeChl, yKka3aHHble B M. 2.1BbIlle, 33 UCKIIYEeHNEM
3aKOHHbIX MHTEpPEeCOB B OTHOLLEHUN NpaBOBbIX Tpe6OBaHVII7I, T.K.
nepepnava gaHHbIX B LeNnAX NoAroToBKU, npeabaABrieHNA U 3allnTbl
npaBoBbIX TpeboBaHWI pa3pelueHa cornacHo ctatbe 49 GDPR.

the processing of his or her personal
data for one or more specific
purposes.

Cyb6bekT AaHHbIX NpefoCcTaBun cornacme
Ha 00paboTKy ero/eé€ nepcoHarnbHbIX
OaHHbIX OnA 0}3,HOI7I NN HECKOJTbKUX
KOHKPETHbIX uene|7|.
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Legal basis (in accordance with Art. 6
No Personal data3/Specific operation Purpose of GDPR)
’ [MepcoHanbHble AaHHble/MoapobHOCTH onepaumm Llenb [MpaBoBble OCHOBaHUA (B COOTBETCTBMN CO
cT. 6 GDPR)
NPUHATUA COOTBETCTBYIOLLEro peleHna anga ueneVl, oes
Haanexalimx cpeacTB 3alunThl.
The personal data shall be transferred to the extent
necessary for the achievement of the relevant
purposes.
Hepe,u,aqa nepcoHanbHbIX OaHHbIX NPOU3BOOUTCA B
obbeme, Heo6xoaMMOM ANst 4OCTUXKEHUS
COOTBETCTBYOLLMX Liernen.
Purposes of and legal basis for personal data processing of donors.
Llenn n npaBoBble OCHOBaHUA 06paboTKM NepcoHarnbHbIX AaHHbLIX AapuTenen.
Legal basis (in accordance with Art. 6
No Personal data® Purpose of GDPR)
’ ﬂepCOHaJ‘Ibele OaHHble Llej'lb rlpaBOBbIe OCHOBaHU4A (B COOTBETCTBUU CO
cT. 6 GDPR)
1 Personal data as required under the relevant Union | Compliance with a legal obligation to which the Controller is Processing is necessary for
law or Member State law to which the Controller is |subject under Union law or Member State law (Prevention of |compliance with a legal obligation to
subject money laundering and financing terrorism legislation; Market |which the controller is subject under
lMNepcoHanbHble faHHble, HeobxoauMmble B cooTBeTcTBUM | Abuse legislation and other Union or Member State laws as Union law or Member State law.
¢ TpeboBaHNSIMY, YCTAHOBMEHHBIMU COOTBETCTBYOLLMMM may be applicable). O6paboTka Heobxoamnma B Lensx
HOpMaTUBHbLIMW MPaBOBbIMW akTaMy EBponenckoro CobnioneHusi TpeboBaHuil, NpUMeHsieMbIx K KoHTponepy, cobnoaeHnsa TpeboBaHui,
Cotoza unu ctpaHbl-dnera Esponerickoro Cotosa, YCTaHOBJEHHbIX COOTBETCTBYIOLLMMY HOPMaTUBHBIMU NPaBOBbIMM YCTaHOBMEHHbIX HOPMATUBHBLIMU
nprMeHsieMbIMK k KoHTporepy. akTtamu EBponerickoro Cotosa unu ctpaHbl-unieHa EBponerickoro npasoBbiMK akTamn Esponeiickoro Cotosa
Cotoza ([poTMBOAENCTBUE OTMbIBAHUIO AEHEXHbBIX CPEACTB U unu cTpaHbl-unexHa Esponerickoro Cotosa,
(PUHAHCMPOBAHUIO TEPPOPU3MA); 3aKOHOAATENBLCTBA B cdhepe npumeHsieMbix K KoHTponepy.
MaHVNyNMPOBaHNS PbIHKOM 1 APYrMX 3akoHoB EBponerickoro Coto3a
nnu cTpaxbl-vneHa Esponenckoro Coto3a B 3aBUCUMOCTM OT
KOHKPETHOro cny4as.
2 Legitimate interests of the Controller or by the third party
3aKoHHble nHTepecbl KoHTponepa unu TpeTbero nuua
2.1. |Personal Data as may be required for the relevant |Conclusion/performance of a contract where the Client Processing is necessary for the

purposes.
[MepcoHanbHble gaHHble, HeobxoauMble Ans
COOTBETCTBYIOLLMX Liernen.

(Donee) is a party (Agreement for provision of investment and
ancillary services between the client and the Controller and
other agreements and contracts associated with conclusion
and performance of the Agreement).

purposes of the legitimate interests
pursued by the controller or by a third
party. The legitimate interests are
identified in the second column of this
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No.

Personal data®
ﬂepCOHaanble OaHHble

Purpose
Llenb

Legal basis (in accordance with Art. 6
of GDPR)

I'Ipaaoable OCHOBaHUA (B COOTBETCTBUA CO
cT. 6 GDPR)

3akrnoyeHne/McnonHeHe KOHTpPakTa, CTOPOHON KOTOPOro ABNsSeTcs
Knuent (OgapvBaemblin) ([oroBop okasaHusi UHBECTULMOHHBIX U
COMYTCTBYIOLLMUX YCNYT, 3aKIHOYEHHbBIN MEXAY KITMEHTOM 1
KoHTponepoMm, a Takke MHble JOroBOPbl U KOHTPAKTLI, CBSAA3aHHbIE C
3aKnoyeHnem n ncnonHeHmem orosopa).

Legitimate interests of the Controller and third parties
associated with the establishment, exercise or defense of legal
claims (potential legal claims) arisen out of or in connection
with provision of services by the Controller.

3akoHHble nHTepeckl KoHTponepa nnv TpeTbero nuua, CBs3aHHble C
noAroTOBKON, MpeabsiBNEHNEM U 3aLLMTON NpaBoBbIX TpeboBaHMiA
(I'IOTeHLI,I/IaJ'IbeIX npaBoOBbIX TpeﬁOBaHMVI), BO3HMKAKOLLNX B CBA3U C
npegocrasneHvemM ycnyr KoHTponepom.

©e30nacHOCTU.

2.2. |Video recording of the natural person’s images
made by means of the special hardware placed in
the Controller’s office for security reasons.
Bupgeosanuck nsobpaxeHuin puanyecknx nu,
ocyulecTBnaemMada cneunanbHbIM oGopyp,osaHmeM,
yCTaHOBNeHHbIM B oprce KoHTponepa, B Lensx

Security
besonacHocTb

table.

O6paboTka Heobxoamnma B Lensx
CcoGnOAEHUS 3aKOHHbIX UHTEPECOB
KoHTponepa unu TpeTbero nuua.
3aKOHHbIE MHTEPECHI Yka3aHbl BO BTOPOM
cTonbue aaHHOW Tabnuubl.
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